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Argomenti trattati

1. Progettazione del networking in ambiente cluster
a. Schede di rete necessarie
b. Rete Live Migration
c. Rete Cluster Private

2. Configurazione delle schede di rete

3. Schede di rete usate dai servizi di Failover Cluster
a. Priorita di gestione

4. Novita nel networking di Hyper-V 3.0
a. Nuove funzionalita dei Virtual Switch

i. Gestione della banda minima/massima garantita

b. Supporto per il NIC teaming integrato
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Elemente di una rete

« NIC (Network Interface Card)
« pNIC (physical NIC)
« VvNIC (virtual NIC)

 Switch

 Physical switch(es)
 Virtual switch(es)




Virtual NIC

- Legacy interface
« Utilizza un driver emulato
« Supporta pre-boot execution (PXE)
« E compatibile con molti sistemi operativi
« Non suppora sistemi operativi a 64 bit
- Synthetic Interface
« Richiede Hyper-V integration components

« Utilizza il synthetic driver stack (VMBus che comunica usando
shared memory)

« Prestazioni migliori
« Supporta VLAN tagging e altro ﬁ:&%
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» Configurate a livello di Hyper-V

Parent Partition Child Partition
| A
- o>
TCP/IP
Virtual Nic TCP/P
- P 2
KemmelMode Physlml Nic  Virtual Network Switch Virtual Nic

Phpsical NIC

Physical Nelwork
d l..
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 Per le VM solo reti “public”
« Varie nuove reti necessarie alle funzioni del
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Tipi di reti

- Rete di gestione (Management)

« Tutto quello che riguarda la parent partition (inclusi i backup)
- Almeno una rete pubblica per le VM
- Rete privata per il Failover Cluster

« Hearthbeat
- Opzionale

« Rete privata per Live Migration (LM)

« Rete privata per il CSV
- Se richiesto: rete per IP storage

« iSCSI

* NAS (in Hyper-V3)

Memmh
Virtualization

&Private Cloud
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Schede di rete necessarie

Rete NIC min | NIC best | Note

Gestione 1 1°? Necessaria

VM 1 2 0 piU Puo essere condivisa
con la gestione

Privata . Necessaria per un
cluster

LM (1) Puo essere condivisa
con la privata

CSV (7 ) Puo essere condivisa
con la privata

ISCSI (1) 2 o piy | Dipende dallo storage




Ridondanza delle NIC

« Alcune reti richiedono ridondanza

« Altre no (come quella di heartbeat)
« Ridondanza -> almeno 2 NIC
 Prestazioni -> molte NIC
- Software di teaming di terze parti
« Complessi? Sicuramente diversi
 Integrato in Windows Server 2012... ma...

« Spesso includono funzioni per creare virtual NIC
multiple
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NIC Teaming

» Tipi di teaming

« Switch independent

e puro failover

* “smart”

« Switch port aggregation
e 802.3ad, Etherchannel, LAG, ...

* Vero aggregation?
« Quando non vanno usati?

» Storage iSCSI

Conference




Utilizzo delle VLAN

- Virtual LAN (802.1Q)

 Piu reti logiche (isolate) su una stessa fisica
* VLAN ID 1-4094

* Concetto di pNIC virtuale

« Richiedono configurazione lato switch
 Private VLAN

* Introdotte , . -

con Hyper-V3
e Pduﬁtr T.t;(nn:l?lIfaﬁrn:uniT(]b

Up to 1500 4 Dytes

16 3 1 12 bifs
Tag Protocol Identifier  802.1 p priority levels  Canonical Format Unique VLAN identifier
{Tvpically 0x5100 0T Indicator {0 1o 4095)
{default) 0x9 100 ar 0 = camonical MAC
Ox200) 1 = non - canonical




NIC Optimization — — -

The following properties ane avaiable for this network adapter, Click
the property you want to change on the left, and then select s value
on the nght .

Propesty:

[Pv4 Checksum Ofioad

ame Send Offload Version 2 (IPv4)

« Jumbo Frames e e e 2 v

TCP Checksum Officad (IPv4)
TCP Checksum Offload (IPvE)
UDP Chacksum Officad (IPv4)

 Ethernet frames da 1,500 bytes a ~9 |romnomaiing

 Aumenta throughput

* Reduce CPU utilization of large file transf

« Dove usarlo?
¢ iSCSI, LM o | Fows

 Considerazioni

. TCP Offload support

« TCP/IP traffic in a VM can be offloaded to a physical NIC on the
host computer

« Reduce CPU burden
« Networking offload to improve performance
 Live Migration is supported with Full TCP Offload




NIC Optimization

. Virtual Machine Queue (VMQ) Support
« Overview

* NIC can DMA packets directly into VM memory

* VM Device buffer gets assigned to one of the queues

* Avoids packet copies in the VSP
* Avoids route lookup in the virtual switch (VMQ Queue ID)
* Allows the NIC to essentially appear as multiple NICs on the
physical host (queues)
- Benefits

« Host no longer has device DMA data in its own buffer re '-"

Mool

in a shorter path length for 1/0 (performance gain) et
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Pianificazione

- Popolare le NIC in modo speculare
- Configurazione di rete speculare

- Configurazione degli IP omogenea
- Rinominare le schede di rete

- Decidere se usare o meno le VLAN

CLUSTER
NETWORKS
N\ Cluster Network 1
Rete di Gestione 197.168.3.0/24 Rete di Gestione
K 192.168.3.5/24 fal 3 192.168.3 624
N LV nin I
Rete lscsi CI:;;E{;E; Wl‘dz Rete I5C51
by 192.168.2.5/24 i . . \ 192.168.2.6/24
{theret
1 | 7
Rete Live Migratio Cluster Network 3
e Live Migration . _—
192.168.1.0/24 Rete Live Migration
¥ 192.168.1.5/24 - \ 192.168.1.6/24
1 theerr +
Nodo 1 i i Cluster Network 4 Rta Drliata ¢ £SV
ele Privata « & Privata +
172.16.0.0/16
Ordine di Bandsng 172.16.05/16 d 172.16.0.6/16
1 - Rate di Gedtions b ﬂ ...... -}
2 = Rete KSCS1
3 - Rate Live Migration
4 = Rete Privata + CSV Rete Pubblica EI“;;E;EH;?;: s Rete Pubblica
5 - Rete Pubblica 3 10.10.0.25/16 : ’ \ 10.10,0.26/16
" R J

A

Gateway impostato 10.1000.1

BNSSRY

Nodao 2
C1

l=.
Marplt .

Ordine di Binding :
1= Rete di Gestione
1 = Rete i35
3 = Rete Live Migration

Virtualization

4 = Rete Privats + C5Y ﬁ PI'I"ﬂtE

5 - Rete Pubblica ':'ﬂI'IfEI'EI‘!EE
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- Intel Advantage Network Services
» Broadcom Advanced Server Program

B Broadcom Advanced Control Suite 4
File View Action Filter Context Tools Teams (5051

Help

| |Fiker: [TEAM vIEW

Explorer View — & | information | Disgnostics | Statistics |
- 808 Hosts Property Value = -0 ®
= [ hyperva-l [ = yital Signs =
B S Teams _ MAL Address | BOEBSSBASESS NIC1
=] '“ Team Team Name | Team ________Ib# Enabled
S [P 6ase vitusl Adspters Team Type | Smart Load Balancing(TM) and Fadover | < Broadcom BCMS716C NetiXtreme 11 G...
T Offioad Capabiities |LSO,CORSS =
P4 Address | 192.168.130.81 ! Team_{SCSI-130
998 5os1-131 ([0019) BASP Vir VLAN ID 130 |E '~ Unidentified network
999 Lan-10 ([0020) BASP Virtual Driver Status Loaded < BASP Virtual Adapter
090 private-121 ([0024] BASP Vi Link Status |up - i i
| eam_LAN-
= [JB Primary Adapters M I‘WII Ikb Enabiad
™ (0007] Broadcom BCMST16C & BASP Virtual Adapter #3
* [0008) Broadcom BCMS716C || Vial Signs
&5 (0oce) The Wital Signs section of the Information tab has useful nformation about the network,
adapters that are irstalad in your system, such as the link status of the adapter and general
“l | ﬂlrﬂwkm
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CVS richiede NTLM (o kerberos dalla prossima versione)
iSCSI e consigliabile che sia semplice IP
Definire I'ordine di binding in questo modo

« Rete dedicata alla gestione
« Rete iSCSI (?)
« Rete dedicata alla Live Migration

e Edt

Organize v
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Virtual Machines LAN NIC Team
Virtual Adapter

Virtual Machines LAN Virtual Machines LAN

& \Virtual Switches ofe Virtusl Switch Properties Primary NIC Secondary NIC
E% biew virtual retwrk satch . ry
= WX Intel(R) PROJ1000 MT Network Co... Meme:
Ervted (R ) PRID LODO MT M twocric Co.,.. |m
olu Extensions
B WY Private ==
Privale virtual Swabch A
&ty Intemal Switch 1 Switch 2
Ernberrisdl oy i3
# ot External
Intel{R) PROJ1000 MT Networ... Connection type
# Global Network Settings ‘What do you want to connect ths virtual switch to?
§ MAC Address Range ) External network:

00-15-50-00-89-00 to 00-15-50-D...

| IntedR) PR/ 1000 MT Metwork Connection [~
[ Alow management cperating system to share this network adapter
[w] Enable single-root 1/0 virtualzation (SR-10V)

) Internal network
() Private network

| S Ikelft] FRO/1000 EB Metwod: Connection wih 1D Acct
[otone. |
Thas conrecton wias the lolowng ems

O
[ 005 Pachut Scheduer
[ 8 File ard Prinies Sharieg lor Micsosolt Netvorks

M Microsol Virual Metwodk, Smilch Paotocol
[ - inbeimat Protocal Vierson & [TCPAPE] ..
[ - bnbewmet Protoco Verson 4 [TCPAP)

[ = LinkLaper Topalogy Dincavery Mapper 110 Drive

YLAN ID
[] Enable virtual LAN identfication for management operating system

I |
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i) sR-H0V can anly be configured when the virtual switch is ceated. An external
wirtual switch with SR-JOV enabled cannot be corverted to an intermal or private




Rete per cluster heartbeat

» Configurabile nelle proprieta delle reti del
Failover Cluster

- Impostare =
T
* Private e
LaN
 Management come backup Clidstoest reirksmante ot

¥ Allow chents to connect through this netwark

™ Do not allow cluster network. communication on this network

Stabus: Up

Subrets: 10.16.27.0/24

‘ Ok | Cancel




Rete per Live Migration

CYMM W2KBR2Z Properties B

General | Dependencies | Pokcies |
« Sicurezza AdvancedPobcies | Settings Network for live migration

. . Select one or more networks for this virtual machine to uze for lve migrabion
* |Psec ha un impatto negativo sulle Use the buttons to fst them in orde from most preferred at the top to least

prestazioni pes et
e Usare le VLAN

M arme Up
. Requisito —=

O Hiscsiay
O $iscsi30

« Stessa rete logica
* in Hyper-V2 solo 1 LM alla volta

« Priorita regolabile (a livello di VM)
* Proprieta del Failover Cluster

« When you configure a network for live
migration for a specific virtual
machine, the setting is global and
therefore applies to all virtual

machines ‘ o) e

« Meglio mettere almeno due scelte

|
Virtualization
Private Cloud
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Rete per CVS

 Cluster Shared Volumes communication
- Necessaria per redirected I/O mode
« Best practice

* Drive letter of system disk
* On all nodes, the drive letter for the system disk must be the same

« Authentication protocol
 The NTLM protocol must be enabled on all nodes
* In Hyper-V3 e possibile usare Kerberos

 Client for Microsoft Networks and File and Printer Sharing for
Microsoft Networks must be enabled
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Rete per CVS

« Scelta in automatico

« Per verificare la rete preferenziale

e import-module failoverclusters
e Get-ClusterNetwork | ft Name, Metric, AutoMetric, Role

* Designating a Preferred Network for Cluster Shared Volumes

Communication

* http://technet.microsoft.com/it-
it/library/ff182335%28v=ws.10%29.aspx

PE C:sUserssAdministrator.LAB> import-module failoverclusters
PS C:slUserssAdministrator.LAB> Get-ClusterMetwork | Ft NHame, Metric. AutoMetric. Role

Metric AutoMetric

iSCE1-138
iSCSI-131 18188 True

1868868 True

Private 18688 True

Conference
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Novita in Hyper-V3

Nomenclatura coerente delle pNIC (W2K12)
Supporto per il NIC teaming integrato (W2K12)
Gestione della banda minima/massima garantita
Support for SR-IOV (Direct Access to the physical
Network adapter)

PVLAN support

Dynamic Virtual Machine Queue (D-VMQ)
Receive Side Coalescing (RSC)

DHCP Guard

Extensible virtual switch

IPsec Task offload




CDN (Consistent Device Naming)

 http://www.thomasmaurer.ch/2012/04/windows-
server-2012-cdn-consistent-device-naming/

Meaningful names for Ethernet ports

Consistent Device Naming (CDN)

Wcraah
Virtualization
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 http://www.thomasmaurer.ch/2011/10/windows-
server-8-nic-teaming/

General Team Options

Team narme:

Ayailable sdapters:

GENOLAN
™ INTERMAL

Team interface name:

[ efauty
WLAMN:

| Il-
g

Virtualization

4. This process may take several seconds to complete,

& Private Cloud
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Bandwidth Management

 http://www.thomasmaurer.ch/2011/09/windows-
server-8-hyper-v-network-bandwidth-management/

) Use alegacy
network-based instalabon of the guest operating
sErvicE s nol irataled in e QUEIE SO aNG ﬂltﬂ\“h or when mm‘
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SR-I0OV Suppor

 http://blog.scottlowe.org/2012/03/18/sr-iov-
support-in-the-next-version-of-hyper-v/

 http://blogs.technet.com/b/jhoward/archive/2012/0
3/16/everything-you-wanted-to-know-about-sr-iov-
in-hyper-v-part-5.aspx
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Conclusioni

« Abbiamo visto

 Pianificazione e configurazione del networking in
ambiente cluster

« Impostare i diversi tipi di traffici sulle diverse reti
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Grazie

- Modulo di feed-back
- VCO8
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Non dimenticare di compilare
i moduli di feedback

nta la sessione che hai
na seguito su Twitter

vpconf
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