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Argomenti trattati

1. Progettazione degli storage per il cluster
2. Il Protocollo iSCSI
a. configurazione iSCSI| Target
b. Creazione / Gestione delle LUN
c. Configurazione iSCSI Iniziator sui server
d. Ridondanza di iSCSI: Multipath
3. Configurazione e analisi delle varie tipologie di MultiPath
4. Clustered Shared Volume
a. Come funziona
b. Configurazione e gestione
c. Redirected Mode: problematiche inerenti
5. Live Migration
a. Funzionamento e configurazione della LM
b. Troubleshooting della LM
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DAS/FC/ISCSI/NAS Comparison

Host Ccmputer

FC SAN

Host Computer

ISCSI SAN

Host Computer

Application Database

Block 1/O

TCP/IP Stack

Block I/O

NAS

Host Computer

Application

TCP/IP Stack

File /O




1. User issues a request for data to a local server

2. The SCSI command is encapsulated in TCP/IP & transmitted
over |IP Network

Storage
Device
IP Network I
Server IP Packet IP packet i —_— ! i
iSCSI iscsl
Initiator Target
Adapter Adapter

3. The packet is decapsulated
5. The data request is again encapsulated in TCP/IP separating the SCSI commands
then returned

4. The SCSI commands are received by the
Internal SCSI Controller, and the data is retrieved. Virtualization
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“Indirizzi” iSCSI

« Indirizzi IP
« Target e initiator hanno indirizzi IP, ma spesso piu di uno
 iSCSI Qualified Name (IQN)
« RFC3720e RFC3721
 literal ign
« date (yyyy-mm) that the naming authority took ownership of the domain

« reversed domain name of the authority (org.alpinelinux, com.example,
to.yp.cr)

* Optiona
authority.
- Extended Unique ldentifier (EUI)
« Format: eui.{EUI-64 bit address} (e.g. eui.02004567A425678D)
« T11 Network Address Authority (NASA)
« Format: naa.{NASA 64 or 128 bit identifier} (e.g. naa.52004567BA64€
« ISNS Internet Storage Name Service

prefixing a storage target name specified by the naming




Initiator iSCSI

« La parte “client”
« Software initiator
 Hardware initiator

e HBA iSCSI
NIC & iSCSI TOE & iSCSI
Software Software iISCSI HBA
Initiator Initiator |
Application Application Application Server
3
Other . Other . :
Protocols | '°C°! Protocols | '°¢° ‘ Rls!
TCP | TCP | TCP NICIHBA
I IP I IP Processing
Network Network Network
Interface Interface Interface )




Target 1SCSI

- La parte “server”

 Come lo storage mostra le LUN?

 Come lo storage viene indirizzato?

target

storage array

target

target

target |

storage array




Implementare iSCSI

« Parte “client”
e Microsoft iSCSI initiator

* Incluso da Vista
* Disponibile per sistemi precedenti
» Parte “server”
» Storage iSCSI

* Microsoft iSCSI target

e http://www.thomasmaurer.ch/2012/03/create-a-windows-

server-8-iscsi-target-server T
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isSCsi2: iSCSI1:
IP:192.168.131.11 1P;:192.168.130.11
MNetmask: 255.255.255.0 Metmask: 255.255.255.0

Ethemnat Switch 2 Ethernet Switch 1
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Controller 0 Port0: 192.168.130.101 Conference
Controllard Port1: 192.168.131.101
MNetmask: 255.255.255.0

Controller 1 Port0: 192.168.130.102
Controller1 Port1: 192.168.131.102
Netmask: 255.255.255.0




» Soluzione specifica per alcuni storage iSCSI
+ Rete flat

e
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Driver Multi-path

- Driver Microsoft

- Driver dei vendor

- Fare riferimento sempre alla documentazione
del vendor




Sicurezza applicata ad iSCSI

« Protezione dei dati

e |PSec
« Autenticazione

« |P

* |QN

 CHAP password
* |PSec




Vantaggi di iSCSI

« Costo minore?
 Piu semplice?
. Possibilita di usarlo a livello VM
* In Hyper-V3 e stato introdotto il supporto NPIV

o Virtual SAN Manager for WIN-1055264LG94 [=1° .

I* Virtual Fibre Channel SANs

# Global Fibre Channel Settings
W World Wide Names

4 Create Virtual Fibre Channel Storage Area Network

Click Create to add a virtual Fibre Channel storage area network (SAN).

: 2
ing
Mgl T
A virtual Fibre Channel SAN groups physical HBA ports together. You can add a virtual wrtpa"““““

Fibre Channel adapter to a virtual machine and connect it to a virtual SAN, %m&en:e




Utile in alcuni casi
Diverse configurazioni possibili

LAN -? -i“
e LAM trafic Y
Stocage traffic

r — WNIC
SAN mnupm ‘ - | VLAN: LAN

[ —
7 [ e VNIC
::l" uﬂrlp ll‘ VLAN: Storage
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Configurare l'initiator

« Da GUI
* iscsicpl
« Da CLI
« sc config msiscsi start= auto
« sc start msiscsi oppure net start msiscsi
* SC query msiscsi
* iscsicli QaddTargetPortal Target IP
« iscsicli ListTargets
* iscsicli QloginTarget Target IQN
* iscsicli PersistentLoginTarget
« iscsicli listPersistentTargets
* iscsicli reportTargetMappings
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Virtual disk

- ‘New Virtual Hard Disk Wizard .
 Dischi VHD
,\-"_;_:;? Choose Disk Type
* Fixed size
Before You Begin What type of virtual hard disk do you want to create?
* Dynamically Groose Dok Fomt O Podse
. This type of disk provides better performance and is recommended for servers running applications
Expanding ptiiome ook | eSSk sy T wistind d s o oty s B o
. . SIS L (®) Dynamically expanding
i leferenCIng Sy This type of desk provides better use of physical storage space and ks recommended for servers
Tﬁ;?camﬂu;:::mmmm.Ti'iewu.mlhard:ﬁcﬂewmanmdsm
bty changes as = t
- Controller S
Ths type of disk s assocated in a parent-child relationship with another disk that you want to
PY IDE leave intact. You can make changes to the data or operating system without affecting the parent
disk, 50 that you can revert the changes easily, All children must have the same virtual hard disk
format as the parent (VHD or VHDX).
« SCSI

Dischi Pass-Through con CSV e LM

« Esplicitare la dipendenza
Dischi Guest iSCSI




Hyper-V Cluster

- Basato sul Failover Cluster
« Stessi requisiti
- E qualcunoin piu
- Funzioni specifiche
« Live Migration
« CSV

Hard Drive



Hyper-V Cluster

- Requisiti
 http://technet.microsoft.com/en-
us/library/cc732181%28v=ws.10%29.aspx
- Understanding Hyper-V Virtual Machine (VM)
Failover Policies

 http://blogs.msdn.com/b/clustering/archive/2010/12
/14/10104402.aspx
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Live Migration

Memoria

Server 1 Server 2
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Live Migration Operation

—>
time
Source
Host
Target
Host - A }
| |
Migration Memory State
Setup Transfer Transfer

VM Running
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Storage Requirements

- Storage condiviso!

 Storage a blocchi
« CSV + Live Migration

* Required? No

« Recommended? Yes
 Other solutions include:

» 3" party Clustered File System
e SanBolic Melios
* HP PolyServe




Processor Compatibility Mode

« QOverview

« Permette la LM su differenti versioni di CPU all’interno della
stessa famiglia

 Non permette il passaggio di piattaforma

 daIntel a AMD o viceversa  Processor Compatiity _ _ |
You can limit the processor features that a virtual machine can use. This improves
the virtual machine's compatibiity with different processor versions and older guest

« Compatibilita configurabile et systems. seiect te scenarios you want o enable:

er o n| VM g: Migrate to a physical computer with a different processor version )
B p fg Run an older operating system, such as Windows NT
. enericl |

« Maggior flessibilita all’interno di un cluster
« Protezione degli investimenti

Conference
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« New in Windows Server 2008 R2

 Single namespace for the volumes on all nodes
« %SystemDrive%\ClusterStorage\VolumeX

A S -
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Single Name Space

- Files have the same name and path when viewed from any node
in the cluster
 CSV volumes are exposed as directories and subdirectories under the
“ClusterStorage” root directory
* C:\ClusterStorage\Volumel\<root>
* C:\ClusterStorage\Volume2\<root>
* C:\ClusterStorage\Volume3\<root>

: . ClusterStorage H=1E3
(;9\. | C:\ClusterStorage] _ﬂ lm.- i Search ClusterStorage IE
File Edt View Tools Help
Organize ¥  Sharewith « |-ﬂ
¥ Favorkes 21 Name - !Datsrmdﬂed |T~,fpa |S|ze
Bl Desktop A, Volumel 8/13/2008 12:34 PM  File Folder
-, Recent Places 7 Volurne2 8/13/2008 12:42 PM File Folder
[#). Yolumne3 8/13f2008 1:24 PM File Folder
2) Elden Christensen
== @) Volume4 8/13/2008 2:54 PM File Folder oy
anterence
B Computer @ VolumeS 8/13/2008 2:54PM  File Folder
&2, tocaloisk(c) =] 4| | 3]




CSV Implementation

« CSV filter driver forwards all namespace operations (e.g.
create file, delete file, resize file) to LUN owner

« These operations are relatively rare

e Uses SMB2
- VM hosting node opens VHD for
exclusive access

« VHD read and write is frequent
« CSV filter obtains raw LUN sector map of file
« Reads and writes directly to underlying volume




File Server Service

CSV 1/O Filter Driver CSV 1/O Filter Driver

Redirector FSD _

NetFT
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File Server Service

CSV 1/O Filter Driver

CSV 1/0O Filter Driver

Redirector FSD

NetFT

LUN Owner
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VMs can then be Live Mig
to another node with zero am

downtime Virtualization
& Private Cloud

Conference



Redirected I/0 mode

- Usato per risolvere problemi di connettiva con lo storage
« To maintain function until the failure is corrected, the node redirects the disk 1/0
through a cluster network (the preferred network for CSV) to the node where the
disk is currently mounted
- Usato anche durante certi tipi di operazioni
« during management operating-system based backups, also known as parent-
partition based backups
 Possibili problemi di prestazioni
« When a disk in CSV is in redirected 1/0 mode, the network that is used for CSV
communication might need to carry significantly heavier network traffic

Va1l files V2 files
{vhd files) {vhd files)

Storage csv

Connaction OK

yd RS

Redirected I/ O

- < -y
¥ - x"

il e Vo b
Hyper-V Host 1 Hyper-V Host 2 Conference

Missing Storage
Connection

~ w2

NIC C5V
NIC €5
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Cluster Shared Volumes: c3 Addg
“| add
SR Cluster Disk 2 il =
Erirrg this resource onfins (%) Disabl

Take this resource offline = g
Mﬂﬁdﬁedwﬁmmmm P View
Remove from Cluster Shared Volumes % Delete
Shiow the critical events fior this resource =] Renar
Turn on mainkenance For this Cluster Shared Yolume Refre:

Please confirm action

| Are you sure you want to turn on redirected access for Cluster Shared Yolume
'C:\ClusterStorage' Yolume1'?

<% Turn on redirected access for this Cluster Shared Yolume

Redirected access is not the normal access mode for Cluster Shared Yolumes and should onby
be used for certain maintenance operations.

<% Do not turn on redirected access for this Cluster Shared Yolume

- 5 : Virtualization
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« La LUN sara pero ancora disponibile sul Coordinator Node Conterence



Verificare I'event viewer

Rispettare i requisiti

Verificare la compatibilita del programma di backup
Progettare lo storage per usare I'MPIO

F}J venl Properties - Event 5136, FalloverChust ering

b g Totsl Coapoidy
Genenl lﬁmﬂ;l & Tonal Dok S e Tendd TATIGR
Fons tgace 206 GO
P P PR
luster Shared Volume Volume' (35 GB Disk’) redirected access was ty
storage device will be redirected over the nebwork from all cluster node: - - .
This may result in degraded performance. Please tum off redird l_‘&_mﬂb_ ﬁl;“ ‘ﬁh
W e o e 1 Fis s N1 TG [T b ]
o g 124 G D () Qe i
£ ag e i Gt W13 1568 1Y b
8 2500 G () ke Fooctel
[t P T R T G NTTS ZCE MY e )
Log Name: Syitemn
Source: FailoverClustening Logged: 1
Event ID: 5136 Task Categony: Cluster sharea Volumse
Level: Warning Eeywords: o
User: SYSTEM Computer: RZ-NODELCONTOSO.LOCAL ]
nan
OpCode: Info N |
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Novita in Hyper-V3

« VHDX (max 16 TB per virtual disk)
- Supporto per SMB come storage condiviso
« SMB 3.0 — Transparent Failover
- Live Migration concorrente (senza limite?)
« Rivedere il progetto della rete e della scheda dedicata alla LM
« Live Storage Migration
« Senza storage condiviso
- Hyper-V VM Replication
- Support for Storage Pooling/Spaces
 Cluster Shared Volume Improvements
« CVS cache
« BitLocker support
» Self-Healing
- ODX (Offloaded Date Transfer)
- Data Deduplication
« Virtual Fiber Channel




« http://blogs.msdn.com/b/clustering/archive/2012/03/22/10286676.aspx
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Conclusioni

« Abbiamo visto

« Configurare e gestire gli storage iSCSI per il Failover
Cluster

* Implementare e gestire il Clustered Shared Volume
(CSV)

« Supportare la LiveMigration
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Non dimenticare di compilare
i moduli di feedback

nta la sessione che hai
na seguito su Twitter
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